The Supply-Chain
Proxy Problem

The agency is no longer near the attack.
It is Inside the trust path.

Third-party risk now behaves like first-party
liability. The weak point is often the
delegated vendor, the staging workflow,

or the external app already placed inside

a trusted process.

146%

Year-on-year rise in
Adversary-in-the-Middle
(AiTM) phishing attacks,
capturing 39,000 incidents
per day (Microsoft).

34%

Middle East organisations
reporting they are “least
prepared"” to address third-
party breaches over the
next 12 months (PwC).

15%

Total global breaches
involving a third party or
supplier—a 68% increase
from the previous year
(Verizon).

AED 1.2B

Estimated financial loss to
fraud in the UAE between
2021 and 2023 (UAE FIU).



Threat Architecture:
The Supply Chain Trojan

Stage 1: Consent Phishing
(No Password Required)

Mechanism: A malicious actor sends a link to

a consent screen for a third-party application.

Action: The user signs in through a legitimate
identity provider and clicks ‘Accept’.

Result: The application gains delegated
permissions without stealing a password.

Refresh Token

Stage 2: Real-Time Interception
(AITM)

Mechanism: The attacker proxies the live
sign-in flow.

Action: Rather than creating a fake page, the
attacker relays the authentic login attempt to
the actual service.

Stage 3: The Silent Passenger
(Refresh Tokens)

Mechanism: Once authenticated, the attacker
captures session cookies and refresh tokens.

Action: The token enables persistent, hard-
to-detect unauthorised access.

Result: The compromise remains active long
after the original sign-in moment has passed.
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The Multi-Factor Authentication lllusion

AiTM & OAuth Hijacking
« Method: Uses a reverse proxy to

o insert the attacker between the
®_| _ g user and the real service.
1
T * The Operational Defeat: AiTM
Refresh Token does not defeat MFA

mathematically. It defeats it
operationally.
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—\ —— + The Hijack: The attacker relays
the live sign-in, waits for the user
[_ % _@ to complete the MFA challenge,
and inherits the entire
authenticated session.



The Architecture of Denial: Agency Deflections

Vendor Deflection Intelligence Reality

The client had MFA. The Satisfied MFA does not clear the vendor workflow. AiTM captures

compromise was not ours. session material after the user completes MFA.

It was only staging. Production Staging remains part of the trust chain. It is a pivot point, not a

was never exposed. safe zone. Third-party breach analysis explicitly includes partner
infrastructure.

The OAuth app was legitimate. Consent does not cleanse the workflow. Malicious OAuth apps

The user approved it. gain persistent access upon user approval.
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Incident A (Victoria): Saudi-based enquiry normalised engagement via requirements documentation while refusing
standard identity verification.

Incident B (Sophia): Consumer-products pretext advanced towards a weaponised development path, explicitly requiring
Workspace authorisation for access.
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UAE Legal Exposure: The Regulatory Guillotine

Federal Decree-Law No. 45 of 2021 (PDPL)

« Mandate: Mandatory notification to the UAE Data Office within 72 hours of
discovering a personal data breach (Art 33).
« Liability: Strict controller and processor liability across all sectors.

Cybersecurity Obligations

« Mandate: Mandatory technical measures (Art 28-29) including
encryption of personal data in transit and multi-factor authentication
for processing systems.

The Crimes and Penalties Law

» Exposure: Article 66 outlines severe corporate and legal-person
penalties for data exposure and unauthorised access.

Conclusion: If a vendor introduces an unverified path, the legal and
financial liability argument does not disappear at the click of an
‘Accept’ button. The corporate entity bears the breach.



Overcoming Boardroom Friction

st endor-Friction
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Friction: Pushback
from agencies asked
to undergo strict
identity and access
scrutiny.

Rriction: Strict
verification slows
down agency onboarding
and project

delivery.

Friction:
Security checks are
too expensive.

Failure:
Under-preparation is
not a saving; 1it is
deferred loss.

34% of the region is
unprepared for
third-party
breaches. Recovery

- costs eclipse
preventative
governance.

Failure: A vendor
that resists
provenance checks,
identity checks, or
consent-flow
scrutiny is not
protecting speed.
It is protecting
opacity.

Failure: Pre-
contract validation
prevents access
revocations, forensic
disruption, legal
drag, and
operational stoppage.
It is a governance
control, not a delay

- mechanism.




Strategic Posture: Zero-Trust Governance

Tenet 2: Pre-Contract Validation

Protocol: Mandatory identity verification,
provenance checks, and consent-flow scrutiny
before any APl access or staging workflow is
integrated.

AELION

Protocol

Tenet 1: Hostile-Until-Verified Posture

Protocol: Default denial of implicit trust. Every
third-party app, delegated vendor, and staging
environment is treated as a potential vector until
cryptographic and operational provenance is proven.

Tenet 3: The AELION Standard

Protocol: Premium, London-engineered
consultancy operating with strict governance
standards serving the UAE market. We secure the
trust path so the board can operate without
exposure.



Verified Intelligence Sources

« UAE Federal Decree-Law No. 45 of 2021 on Personal Data Protection (PDPL)

 Federal Law by Decree No. 31 of 2021 Promulgating the Crimes and Penalties Law
(Art. 66)

» Microsoft Digital Defense Report 2024

» App consent grant investigation & OAuth consent phishing explained — Microsoft
Learn

 Defending against evolving identity attack techniques — Microsoft Security

« 2025 Global Digital Trust Insights: Middle East findings — PwC

» 2024 Data Breach Investigations Report — Verizon

» Organized Financial Fraud — UAE Financial Intelligence Unit Annual Report 2024
» Refresh Token Security: Detecting Hijacking and Misuse — AuthO

« AELION Internal Threat Intelligence: Field Observations (Incident A & B)




